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DETAILED ACTION 
Remarks 

1 . In response to Amendment filed on March-1 3-2006, claims 1-41 are presently pending in 
the application. 

Claim Objections 

2. Claims 1 8, and 41 are objected to because of the following informalities: 

Claims 18, and 41, line 3, both recite "can be used" which is optional recitation indicating 
the limitaion following never having to take place and thus the step of the claim not to carry any 
patentable weight. Claim should be amended to recite more direct and definite language such as 
"when" or "wherein" or "is". The exact recitation of "used" is intended use and does not carry 
any patentable weight. Claim should be amended to recite more direct and positive language. 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

4. Claim 1 is rejected under 35 U.S.C. 101 because the claimed invention is directed to non- 
statutory subject matter. Claim 1 is not statutory because it merely recite a number of computing 
steps without producing any tangible result and/or being limited to a practical application (see 
MPEP 2106 IV.B.2.(b)). In claim 1, the steps of "storing... sending ... and sending" are not 
hardware interrelated. They are software per se and require a computer/hardware in order to 
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realize their functionality. The claim should be amended to recite a storage hardware or 
computer. Although the preamble recites "user equipment", there is not enough indication in the 
specification for the equipment to be defined as computer or database or processor of any sorts to 
perform the steps of the method. 

Claim Rejections - 35 USC § 112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

6. Claims 8, 10, 13, 18, 24-30, 34-37, and 39-41 are rejected under 35 U.S.C. 112, second 
paragraph, as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the invention. 

In claim 8, line 6, the recitation of "following a predetermined procedure" renders the 
claim to be indefinite for failing to determine the scope of the claimed invention since the metes 
and bounds of predetermined procedure would not be understood by the skilled artisan because 
such standards are subject to change over time. The procedures are modifiable with time. A 
claim cannot be definite when it has different meanings at different times. 

Independent claims 10, 13, 28, and 34 carry the same deficiency. 

Claims 8, 28, and 34 recites the limitation "the data service" in line 5. There is 
insufficient antecedent basis for this limitation in the claim. 
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Claims 18, and 41 recites the limitation "the number of times" in various lines. There is 
insufficient antecedent basis for this limitation in the claim. 

Claims 24, 25, 27, 29, and 30 recites the limitation "the data storage" in various lines. 
There is insufficient antecedent basis for this limitation in the claim. 

Claim 26, recites the limitation "the second content storing means" in various lines. 
There is insufficient antecedent basis for this limitation in the claim. 

Claims 27, 28, 29, 30, 35, 36, 37, 39, and 40, all recite the limitation "the second storing 
means" in various lines. There is insufficient antecedent basis for this limitation in the claim. 

Claims 30, recites the limitation "the result of the inspection" in line 3. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim 40, line 4, recite "as requirement information" which is vague and confusing since 
the Examiner is not sure what is being referenced here. Correction is required. 

Claim Rejections - 35 USC §102 
7. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention 
thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(ADPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002 
do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre-AIPA 
35 U.S.C. 102(e)). 

8. Claims 1-41 are rejected under 35 U.S.C. 102(e) as being anticipated by Akivama et al. 
(U.S. Patent No. 5,784,464). 

As to claim 1, Akivama et al. discloses a content management method for managing 
content data provided to user equipment, comprising the steps of: 

storing a content key encrypted with a first storage, content data encrypted with the 
content key, and a second storage key in the user equipment (See Figure 9, 1 1, 12, databases, 
also see column 3, lines 1-5, and column 7, lines 1-8); 

sending the encrypted content key and the second storage key to a key management unit 
(See Figure 8, key mgmt. Unit); 

at the key management unit, decrypting the encrypted content key using the first storage 
key, the first storage key being stored in the key management unit (See Figure 10, S23); and 
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encrypting the decrypted content key using the second storage key (See column 14, lines 

45-56); 

sending the content key encrypted with the second storage key along with the encrypted 
content to the user equipment (See column 3, lines 17-19); and 

at the user equipment, decrypting the content data using the decrypted content key (See 
column 3, lines 17-19). 

As to claims 2, and 21, Akivama et al. discloses further comprising the storage key 
generating means for generating the second storage key by means of a random number generator 
(See column 11, lines 59-65). 

As to claim 3, Akivama et al. discloses wherein the decrypted content key is encrypted 
with identification information of the user equipment and stored into the user equipment (See 
column 7, lines 1-8). 

As to claim 4, Akivama et al. discloses wherein the content key is encrypted, in the user 
equipment, with the first storage key and identification information of the user equipment, and 
the content key stored in the user equipment is decrypted with the first storage key and the 
identification information of the user equipment (See column 4, lines 15-25). 



As to claim 5, Akivama et al. discloses wherein the second storage key is generated by a 
decrypted key generating means provided in the user equipment (See column 4, lines 15-25). 
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As to claim 6, Akivama et al. discloses wherein the second storage key is encrypted with 
a public key for the key management unit for management of the storage keys to generate a third 
storage key and the third storage key is stored into the user equipment (See column 3, lines 29- 
41). 

As to claims 7, and 36, Akivama et al. discloses wherein the user equipment deletes the 
second storage key depending upon whether the third storage key has been stored in the user 
equipment (See column 7, lines 25-31). 

As to claim 8, Akivama et al. discloses wherein when decrypting the content key stored 
in the second content storing means, the user equipment sends the third storage key to the key 
management unit; and the key management unit generates the second storage key based on the 
third storage key while accounting the data service following a predetermined procedure (See 
column 12, lines 1-9). 

As to claim 9, Akivama et al discloses wherein the second storage key is generated by a 
storage key generating means provided in the key management unit which manages the storage 
keys; and the key management unit has stored therein the second storage key and the 
identification information of the user equipment in which the content key encrypted with the 
above generated second storage key is stored (See column 7, lines 25-31). 
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As to claim 10, Akivama et al. discloses wherein upon the generation of the second 
storage key, the key management unit accounts the data service following the predetermined 
procedure (See column 10, lines 15-20). 

As to claim 11. Akivama et al. discloses wherein the key management encrypts the 
second storage key with the management key to generate a third storage key, and sends the third 
storage key to the user equipment; and the user equipment stores the received third storage key 
(See column 3, lines 31-41, also see column 14, lines 35-43). 

As to claims 12,and 27, Akivama et al. discloses wherein the data storage deletes the 
second storage key depending upon whether the third storage key is stored in the second storing 
means (See column 3, lines 31-41). 

As to claims 13, and 37, Akivama et al. discloses wherein the key management unit has 
stored therein the identification information of the user equipment storing means in which the 
content key encrypted with the second storage key is stored (See Figure 9, 1 1, 12, databases, also 
see column 3, lines 1-5, and column 7, lines 1-8); 

the user equipment sends, when decrypting the content key stored in the user equipment, 
the identification information of the user equipment to the key management unit (See column 18, 
lines 10-17); and 

the key management unit generates the second storage key based on the result of 
comparison between identification information of the user equipment sent from the user 
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equipment, and the identification information of the user equipment, held in the key management 
unit itself, while accounting the data service following the predetermined procedure (See column 
7, lines 25-35). 

As to claims 14, 29, and 38, Akivama et al. discloses wherein the user equipment has 
stored therein identification information of the user equipment (See Figure 9, 1 1, 12, databases, 
also see column 3, lines 1-5, and column 7, lines 1-8). 

As to claims 15, and 30, Akivama et al discloses wherein the data storage starts 
decrypting the content key stored in the second storing means depending on the result of 
inspection of the identification information of the data storage, stored in the second storing 
means (See Figure 10, S23, wherein "result of inspection" reads on "comparator"). 

As to claim 16, Akivama et al. discloses wherein the decrypted content key supplied from 
the user storing has added thereto information that the content key has been obtained by 
restoration (See column 7, lines 25-31). 

As to claim 17, Akivama et al. discloses wherein when moving the content key having 
added thereto the information that the content key has been obtained by restoration, the user 
requirement performs an error process based on the result of comparison between the content key 
and another content key stored in a destination to which the content key is to be moved (See 
column 15, lines 1-21). 



t 
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As to claims 18, and 41, Akivama et al. discloses wherein the content key has added 
thereto frequency information which limits the number of times the content key can be used (See 
Figure 12, S34, counter value, also see column 10, lines 15-20). 

As to claim 19, Akivama et al. discloses further comprising storing the content key 
encrypted with the second storage key in a first storage of the user equipment along with 
identification information of the first storage; storing the content key that is stored in the first 
storage, and the identification information of the first storage, into a second storage of the user 
equipment (See Figure 9, 11, 12, databases for storage); 

performing, when a request is made to decrypt the content key in the first storage, an 
error process based on the result of the comparison between the identification information of the 
first storage and the identification information of the second storage (See column 15, lines 1-21). 

As to claim 20, Akivama et al. discloses a content management system for managing 
content data, comprising: 

a first storing means having stored therein a content key encrypted with a first storage 
key, content data encrypted with the content key, and a second storage key (See Figure 9, 1 1, 12, 
databases, also see column 3, lines 1-5, and column 7, lines 1-8); 

a first sending means for sending the encrypted content key and the second storage key to 
a key management unit (See Figure 8, key mgmt. Unit); 
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a first decryption means, in the key management unit, for decrypting the encrypted 
content key using the first storage key being stored in the key management unit (See Figure 10, 
S23); 

an encrypting means for encrypting the decrypted content key using the second storage 
key (See column 14, lines 45-56); and 

a second decrypting means for decrypting the encrypted content using the second storage 
key and decrypting the content data using the decrypted content key (See column 3, lines 1-20). 

As to claim 22, Akivama et al. discloses wherein the encrypting means encrypts the 
decrypted content key with identification information of a second storing means (See column 12, 
lines 10-18). 

As to claim 23, Akivama et al. discloses wherein the content key is encrypted, in the first 
storing means, with the first storage key and identification information of the first storing means 
(See column 12, lines 10-18); and 

the content key stored in the first storing means is decrypted with the first storage key and 
the identification information of the first storing means (See column 12, lines 10-18). 

As to claims 24, and 31, Akivama et al. discloses wherein the first storing means, first 
decrypting means, and encrypting means form together a data storage, wherein the key 
management unit manages the second storage key of the data storage (See column 7, lines 25- 
35). 
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As to claims 25, and 32, Saito discloses wherein the data storage is a data receiver which 
receives a content data encrypted and sent from a data transmitter (See column 5, lines 32-43). 

As to claim 26, Akivama et al. discloses comprising means for storing a public key of the 
key management unit; and wherein the second content storing means has stored therein the 
second storage key along with a third storage key obtained by encrypting the second storage key 
with the public key (See column 3, lines 31-41). 

As to claim 28, Akivama et al. discloses wherein when decrypting the content key stored 
in the second storing means, the data storage sends the third storage key to the key management 
unit; and the key management unit sends the second storage key generated based on the third 
storage key to the data transmitter while accounting the data service following a predetermined 
procedure (See column 12, lines 1-9). 

As to claim 33, Akivama et al. discloses wherein the key management unit comprises an 
identification information storing means in which the identification information of the first 
storing means is stored (See column 7, lines 1-8). 

As to claim 34, Akivama et al. discloses wherein the key management unit accounts the 
data service following the predetermined procedure depending upon a generation of the second 
storage key (See column 3, lines 1-5). 
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As to claim 35, Akivama et al. discloses wherein the key management unit comprises 
means for storing storage keys; 

the key management unit generates a third storage key by encrypting the second storage 
key with a management key and sends the third storage key to the data storage (See column 3, 
lines 29-41); and 

the data storage stores the third storage key into the second storing means (See column 4, 
lines 1-21). 

As to claim 39, Akivama et al discloses wherein the data storage starts decrypting the 
content key stored in the second content storing means (See column 3, lines 17-19). 

As to claim 40, Akivama et al discloses wherein the content key obtained by decryption 
from the second storing means has added thereto information that the content key has been 
obtained by restoration, as requirement information (See column 15, lines 1-21). 

Response to Arguments 
9. Applicant's arguments with respect to claims 1-41 have been considered but are moot in 
view of the new ground(s) of rejection. 



Conclusion 
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10. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1.136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 

1 1 . The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. See PTO-Form 892 for list of cited references. 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Neveen Abel-Jalil whose telephone number is 571-272-4074. 
The examiner can normally be reached on 8:30AM-5:30PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeffrey A. Gaffin can be reached on 571-272-4146. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Neveen Abel-Jalil 
May 28, 2006 




SAM RIMELL 
PRIMARY EXAMINER 



